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Community Information Security Updates
Compliments of Partnership HealthPlan of California

The health care security landscape continues to evolve. Threat actors are showing up
in different dimensions of technology every day. This flyer is intended to share a few
trusted tools available to your organization to support a continued focus on your

security posture.

Health & Human Services Healthcare
and Public Health Sector Cybersecurity
Gateway

HPH Cybersecurity Gateway Page

This hub of information provides links to
the new 405(d), CMS, ONC, ASPR,
ONCS, HC3, and more.

Need to conduct your own risk
assessment?

Health IT - Security Risk Assesment Tool Page

Do you have a security framework?
Need educational resources? Visit
405(d) which is a result of the
Cybersecurity Act of 2015.

HHS 405(d) Page

Five threats you should know about:
HHS 405(d) - Five Threats Page

Do you know how to check your own
company'’s external security?

Security Scorecard Page or Bitsight Page

Learn what is already vulnerable on your
external facing systems.
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https://hhscyber.hhs.gov/
https://405d.hhs.gov/
https://405d.hhs.gov/kod/five-threats
https://www.healthit.gov/topic/privacy-security-and-hipaa/security-risk-assessment-tool
https://securityscorecard.com/
https://www.bitsight.com/report/security-ratings-snapshot
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Other resources

CISA — Cybersecurity & Infrastructure Security Agency offers an array of free resources and tools,
such as technical assistance, exercises, cybersecurity assessments, free training, and more.

Services Page

Free Cybersecurity Services and Tools Page

Free or low-cost technology offerings

Ability Tools - A program of the California Foundation for independent living centers. Ability Tools
connects Californians with disabilities to assistive technology devices, tools and services to make
life easier!

Ability Tools Page

DAP - The Digital Access Project aims to help those who do not have the digital literacy skills they
need to succeed and help them understand the relevance the Internet has in their lives. Whether it's
finding a job, helping their children complete homework for school, or accessing e-commerce,
electronic medical records and connecting with distant family, it is vital that we encourage every
person with a disability to take advantage of the tools they need to succeed.

Diqital Access Project Page

Want additional information related to California cybersecurity or want to
subscribe to alerts?

California Cybersecurity Integration Center Page

For any questions or additional information contact your Partnership Provider Representative.

Scan the QR code to view this

flyer online and access the links.
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https://www.cisa.gov/resources-tools/services?f%5B0%5D=service_provider%3A785&f%5B1%5D=service_provider%3A787&f%5B2%5D=service_topic%3A68&f%5B3%5D=service_topic%3A69&f%5B4%5D=service_topic%3A109
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://abilitytools.org/
https://digitalaccessproject.org/
https://www.caloes.ca.gov/office-of-the-director/operations/homeland-security/california-cybersecurity-integration-center/

